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Abstract - Nigerian SMEs face increasing cyber threats due to
unpatched vulnerabilities and limited cybersecurity resources.
Human and technical constraints have contributed to weak
defences, exposing businesses to malware, ransomware, and
social engineering attacks. Understanding these risks is essential
to improving cybersecurity resilience. This study investigates
the prevalence and severity of unpatched vulnerabilities among
100 Nigerian SMEs, focusing on how human and technical
constraints influence their cybersecurity posture. An
anonymous web-based survey was used to assess patch
management practices, exposure to cyber threats, and security
gaps. Responses were analyzed thematically to identify
recurring patterns of weakness in human behavior, technical
infrastructure, and organizational practices. Findings reveal
that 78% of SMEs experienced at least one cybersecurity
incident in the past year. The most common threats were social
engineering (42%) and unpatched software vulnerabilities
(38%). Thematic analysis of 65 qualitative responses identified
key challenges such as ineffective security practices (n=25), low
cybersecurity awareness (n=22), and resource constraints
(n=18). Notably, only 29% of SMEs had a dedicated
cybersecurity budget. These findings highlight the urgent need
for sector-specific, cost-effective training and affordable
security frameworks tailored to SMEs. Practical policy support
is essential to bridging the cybersecurity gap in resource-
constrained environments.
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I. INTRODUCTION

Nigerian SMEs are increasingly facing significant
cybersecurity threats, which pose substantial risks to their
operations and growth. Studies indicate that SMEs are
particularly vulnerable to cyber threats such as phishing,
malware, and ransomware due to resource constraints and
inadequate cybersecurity measures [1]. These cyberattacks
can lead to severe financial losses, data breaches, and
operational disruptions, ultimately undermining the stability
and trust in these enterprises [2]. A common misconception
is that SMEs are not primary targets for cybercriminals;
however, recent findings reveal that their lack of robust
cybersecurity measures makes them attractive targets [1].
Emerging research highlights the growing vulnerability of
SMEs and emphasizes the urgent need for comprehensive
cybersecurity policies and regular employee training to
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mitigate risks [1]. A key concept in cybersecurity is
“unpatched vulnerabilities,” referring to security flaws in
software or systems that have not been addressed, leaving
them open to exploitation. Another critical concept is “social
engineering,” which involves manipulating individuals into
disclosing confidential information, often through deceptive

emails or messages [1]. Both human and technical
constraints-such as limited cybersecurity —awareness,
insufficient technological infrastructure, and resource

limitations-contribute significantly to the cybersecurity
challenges faced by Nigerian SMEs [2], [3]. The National
Cybersecurity Policy and Strategy (NCPS) is a major
initiative by the Nigerian government aimed at strengthening
the country’s cybersecurity framework [4]. This policy plays
a vital role in supporting SMEs by providing guidelines and
strategies to protect their digital assets and ensure business
continuity in the face of cyber threats [2], [4]. However,
significant gaps remain in compliance and awareness. Many
SMEs continue to struggle with implementing effective
cybersecurity measures, leading to persistent vulnerabilities
and losses from cyberattacks [2], [4]. This research
contributes to enhancing cybersecurity resilience among
Nigerian SMEs by identifying these gaps and recommending
actionable strategies to improve compliance and awareness,
thereby strengthening their overall cybersecurity posture [2],

[4]-
I1. OBJECTIVES OF THE STUDY

This study aims to investigate the prevalence and severity of
unpatched software vulnerabilities in Nigerian SMEs, with a
particular focus on the role of human and technical
constraints in shaping cybersecurity risks. Using an
anonymous web-based survey of 100 SMEs across various
industries, the research seeks to identify common security
gaps, assess exposure to social engineering attacks and
infrastructure weaknesses, and evaluate the level of
cybersecurity awareness and investment among SME
stakeholders. The findings are intended to inform the
development of sector-specific, cost-effective cybersecurity
interventions that are practical and scalable for resource-
constrained enterprises.
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HI. METHODOLOGY
A. Design

This study employed a cross-sectional research design using
an anonymous, web-based survey to collect both quantitative
and qualitative data from 100 government-registered Small
and Medium Enterprises (SMEs) operating across diverse
sectors in Nigeria. The design was selected to facilitate broad
participation and enable the exploration of cybersecurity
practices, experiences, and perceptions within a real-world
organizational context.

1. Sampling and Recruitment: Participants were selected
using a randomized sampling technique to ensure diversity
across sectors and organizational types. SMEs in this study
are defined as enterprises with fewer than 250 employees and
limited annual turnover, consistent with recognized local
classifications. In the absence of centralized online
directories or formal SME associations in the study area,
eligible SMEs and SME-like institutions were identified
through local networks, informal referrals, and direct
outreach to small business owners, private institutions, and
commercial operators. The study also included organizations
such as private secondary schools and other small- to
medium-sized service providers that operate within the SME
category in terms of size and structure. Efforts were made to
ensure balanced representation across retail, education,
services, ICT, and other relevant sectors. To maintain data
relevance and accuracy, participation was limited to
individuals in decision-making roles such as business
owners, managers, or IT staff with knowledge of their
organization’s cybersecurity practices.

2. Instrument Development: The survey instrument
comprised 32 structured and semi-structured questions
designed to capture multiple dimensions of cybersecurity
readiness. Quantitative items measured the prevalence of
cyber incidents, the frequency and types of threats
encountered, and the extent of cybersecurity budgeting and
infrastructure in place. These questions enabled statistical
analysis of trends in patch management, threat exposure, and
security resource allocation.

The qualitative component included open-ended prompts that
allowed participants to describe specific cybersecurity
challenges and vulnerabilities faced by their organizations.
These narrative responses offered rich contextual data to
complement and deepen the quantitative findings.

The survey was designed to investigate key thematic areas:
(1) the status of software update and patching practices; (2)
the nature and frequency of cyber threats such as phishing,
ransomware, and data breaches; (3) internal cybersecurity
policies and employee behavior; (4) levels of awareness and
investment in cybersecurity measures; and (5) the availability
and quality of technical infrastructure and training. The
questionnaire was pilot-tested with 5 SMEs to ensure clarity
and relevance, and feedback was used to refine the instrument
prior to full deployment.
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3. Data Collection Procedure: The data collection was
conducted online over a four-week period using a secure
digital platform. Participants received a survey link via email
and social media channels. Prior to completing the
questionnaire, each participant was presented with a brief
description of the study, its purpose, and their rights as
respondents. Participation was voluntary, and informed
consent was obtained digitally. To maintain anonymity, no
personally identifiable information was collected. Out of 120
SMEs invited, 100 completed the survey, yielding a response
rate of 83.3%.

4. Data Analysis: Quantitative data were analyzed using
descriptive statistics to summarize frequencies, percentages,
and key trends across SMEs. These results provided insight
into the scale and distribution of cybersecurity issues such as
patching delays, exposure to cyber threats, and security
investment levels.

For qualitative analysis, 65 usable open-text responses were
examined using thematic analysis, following Braun and
Clarke’s (2006) six-step framework. Initial coding was used
to identify key concepts, which were then grouped into
broader themes related to human behavior, organizational
policy, technical limitations, and vendor reliance. A total of
12 responses were excluded due to lack of relevant content
or incomplete information. To minimize researcher bias
during thematic analysis, codes and themes were reviewed by
an independent colleague for consistency.

5. Ethical Considerations: All ethical protocols were strictly
followed. The study guaranteed participants’ anonymity,
ensured data confidentiality, and informed respondents of
their right to withdraw at any point without consequence.
Data were stored securely and used solely for the purpose of
academic research.

B. Results

A total of 100 SMEs participated in the survey, with 78%
reporting at least one cybersecurity incident in the past year.
The study collected both quantitative and qualitative data to
assess the cybersecurity challenges faced by SMEs. The
quantitative data focused on the frequency and nature of
cyber threats, as well as the availability of security resources,
while the qualitative responses (n = 65) provided deeper
insights into the underlying causes of security gaps. A
thematic analysis was conducted on the open-ended
responses, identifying key areas of concern.

Twelve responses were excluded due to irrelevance or
insufficient detail, resulting in 53 responses for qualitative
analysis. A word cloud was generated (Figure 1), and a trend
analysis of key cybersecurity terms was performed (Figure
2). The findings are presented in two sections: quantitative
results, followed by qualitative insights.
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C. Quantitative Findings

1. Cybersecurity Incidents:
2. 78% of SMEs reported experiencing at least one
cyberattack in the past year.
Most Common Threats:
a) Social engineering and impersonation scams — 42%
b) Unpatched software vulnerabilities — 38%
¢) Ransomware and malware infections — 23%
. Cybersecurity Resources:
a) SMEs with a dedicated cybersecurity budget — 29%
b) SME:s relying solely on free security tools — 54%
¢) SMEs conducting regular employee cybersecurity
training — 18%

3.

D. Unpatched Software and Outdated Systems (n=22)

Many SMEs reported using outdated software and failing to
apply security patches, leaving their systems vulnerable to
cyber threats. Respondents identified cost constraints and a
lack of technical knowledge as the primary barriers to
maintaining up-to-date systems. One participant noted,
“Most of our systems run on outdated software because
upgrading is too expensive for small businesses like ours.”
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E. Phishing and Business Email Compromise (n=18)

Phishing and email scams emerged as major security threats,
with employees frequently falling victim due to insufficient
awareness and training. Many SMEs reported lacking
advanced email security solutions. One respondent stated,
“We receive phishing emails almost every week, and
sometimes staff unknowingly click on malicious links,
exposing our systems.”
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Fig. 1 Word Cloud Generated from Qualitative Responses, Highlighting
Key Cybersecurity Concerns
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Fig. 2 Trends Analysis of Key Cybersecurity Terms Across Qualitative Responses. The Graph Illustrates the Relative Frequency of Selected Terms Across
Different Document Segments, Highlighting Patterns in Cybersecurity Concerns Among SMEs.

F. Limited IT Security Resources (n=15)

A significant number of SMEs reported lacking dedicated IT
staff or formal cybersecurity measures, making them
vulnerable targets for cybercriminals. Respondents expressed
concerns regarding the affordability of cybersecurity
solutions. One participant noted, “As a small business, we
cannot afford a cybersecurity expert, so we rely on basic
antivirus software, which is not sufficient.”

G. Weak Password and Access Control Practices (n=10)
Poor password management and weak access control policies
were frequently cited as significant security risks. Many
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SMEs reported relying on shared passwords or reusing
credentials across multiple accounts. One respondent stated,
“We still use shared passwords for most of our accounts
because it is easier for employees to log in, but we know it is
risky.”

H. Lack of Cybersecurity Awareness and Training (n=8)
Many SMEs acknowledged that their employees had little to
no cybersecurity training, increasing their susceptibility to

social engineering attacks. The cost of training was
frequently cited as a major barrier. One respondent remarked,
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“Most of my staff do not understand cybersecurity risks, and
training them costs money we do not have.”

L. Reliance on Third-Party Services (n=6)

Some SMEs reported relying on external IT service providers
but expressed concerns regarding the adequacy of the
security measures implemented by these vendors. One
respondent stated, “We outsource our IT security, but we do
not really know if they are following the best cybersecurity
practices.”

J. Cyber Insurance and Compliance Concerns (n=>5)

A small percentage of respondents considered cyber
insurance and regulatory compliance as factors influencing
their cybersecurity strategy. However, many found
compliance requirements confusing or difficult to implement.
One participant noted, “We looked into cyber insurance, but
the premiums were too high, and we were not sure what was
covered.”

K. Cybersecurity Culture is Improving (n=2)

A few respondents noted that awareness of cybersecurity is
gradually improving within the SME sector. They attributed
this shift to increased media coverage of cyber threats and
occasional security training initiatives. One participant
remarked, “We have started paying more attention to security
after hearing about businesses like ours being hacked.”

IV. DISCUSSION

This study makes a significant contribution to understanding
the cybersecurity challenges faced by Small and Medium-
sized Enterprises (SMEs) in Nigeria-an increasingly critical
area given the growing reliance on digital technologies for
business operations [5]-[7]. It is among the first to analyse
the prevalence and severity of unpatched vulnerabilities in
Nigerian SMEs, with a specific focus on the human and
technical constraints that hinder the implementation of
effective cybersecurity measures [1], [8]. By capturing real-
world cybersecurity challenges through direct responses
from SME owners and IT managers, the study offers valuable
insights into the practical difficulties these businesses
encounter [2], [3].

This research addresses a crucial gap by focusing on SMEs,
which are often overlooked in cybersecurity studies that
typically concentrate on larger enterprises [5], [7], [9]. The
inclusion of a sample of 100 SMEs across various industries
enhances the study’s generalizability by providing a diverse
representation of sectors, thereby offering a more
comprehensive view of cybersecurity practices and
challenges [10]-[12]. The use of an anonymous web-based
survey facilitated the collection of candid responses,
reducing response bias and improving data reliability [11],
[12]. However, a limitation of this approach is that self-
reported data may introduce biases, as participants might
underreport or exaggerate cybersecurity incidents due to
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personal or organizational concerns [12], [13]. Despite this
limitation, self-reported surveys remain a widely accepted
method in cybersecurity research, particularly for assessing
organizational security, as they provide insights into internal
practices and perceptions that are otherwise difficult to
measure [11], [12].

The study identified several recurring cybersecurity
challenges among  SMEs, including  unpatched
vulnerabilities, social engineering threats, financial

constraints, and overall security gaps, all of which contribute
to heightened cyber risk exposure. Unpatched software and
social engineering attacks are particularly concerning, as they
exploit common vulnerabilities and human error, making
SMEs attractive targets for cybercriminals. Unpatched
systems are susceptible to known exploits, while social
engineering attacks manipulate human behaviour to gain
unauthorized access to sensitive information-tactics often
observed in phishing and pretexting attacks [14]-[16], [31].
Similar studies in other developing economies show that
SMEs struggle with cybersecurity due to limited technical
expertise and financial resources, which hinder their ability
to implement robust security measures and stay ahead of
evolving threats [15], [17], [18], [32]. SME owners often
perceive cybersecurity costs as prohibitive, resulting in
delays in security updates and increased exposure to threats.
Financial constraints make it difficult to prioritize
cybersecurity investments [15], [17]. Additionally, some
respondents noted a lack of formal cybersecurity training for
employees, underscoring the need for targeted awareness
programs to mitigate human vulnerabilities and strengthen
the overall security posture [15], [16], [19], [33], [34].

Opinions on cybersecurity investment remain divided. While
some SMEs view it as a strategic necessity comparable to
other critical business investments, others regard it as an
optional expense-reflecting broader debates about investing
in emerging technologies [20]-[22]. Although certain SMEs
recognize the importance of cybersecurity in protecting
against potential threats, many perceive it as a financial
burden due to limited resources and competing business
priorities [23]-[25]. Notably, only 29% of surveyed SMEs
reported having a dedicated cybersecurity budget,
highlighting a substantial gap between financial constraints
and the need for robust security measures [26], [27].

Therefore, it is essential to develop sector-specific, cost-
effective cybersecurity training and affordable security
solutions to improve the resilience of SMEs against cyber
threats [23], [28]-[30].

V. CONCLUSION

This study highlights the persistent cybersecurity challenges
confronting SMEs in Nigeria, particularly the impact of
unpatched vulnerabilities, social engineering threats,
technical and IT infrastructure constraints on their overall
security posture. The findings emphasize the urgent need for
targeted interventions that address both technical weaknesses
and human factors contributing to cyber risks.
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A key insight from this research is the limited prioritization
of cybersecurity investments, with only 29% of SMEs
allocating a dedicated budget for security measures. These
limitations, coupled with low cybersecurity awareness and
ineffective security practices, increases exposure to cyber
threats such as social engineering attacks, impersonation
scams, and unpatched software vulnerabilities. Addressing
these risks requires cost-effective, scalable security solutions
tailored to SMEs, along with practical policies that enhance
compliance without adding excessive financial burdens.

Moving  forward, collaborative  efforts  between
policymakers, industry stakeholders, and SMEs are essential
to  enhancing  cybersecurity  resilience. Further
recommendations are: (1) compulsory, subsidized
cybersecurity training for SMEs, enforced by government
and NGOs; (2) development of lightweight security tools for
SMEs with limited infrastructure; and (3) mandatory
integration of  cybersecurity awareness into  all
entrepreneurship programs with non-compliant businesses
facing penalties, including suspension of registration or
exclusion from public contracts. Implementing sector-
specific training, affordable security frameworks, and
regulatory incentives can help bridge the gap between
financial constraints and the pressing need for robust security
measures. Proactively addressing these challenges will
strengthen SMEs' defenses against cyber threats and support
sustainable digital business operations in an increasingly
interconnected economy without business disruption and loss
of trust in businesses.
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